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BACKGROUND AND OBIJECTIVES: The rapid digital transformation of the insurance
industry has fundamentally reshaped contemporary insurance systems and altered
traditional mechanisms of risk assessment, policy issuance, claims management, and
customer interaction.Technologies such as artificial intelligence (Al), machine
learning, blockchain, cloud computing, big data analytics, and Internet of Things (loT)
infrastructures have enabled insurers to automate operational processes, improve
efficiency, reduce costs, and provide highly personalized insurance services. At the
same time, however, the growing dependence on digital platforms and automated
systems has generated complex legal, regulatory, cybersecurity, and criminological
challenges that traditional insurance law and conventional liability doctrines are not
fully equipped to address. The increasing use of electronic and smart insurance
contracts, Al-assisted decision-making systems, and large-scale data-processing
mechanisms has raised important questions concerning the validity and
enforceability of digital contracts, the legal status of electronic signatures and Al-
generated outputs, the attribution of liability in automated systems, and the
protection of sensitive personal data. In parallel, the digital insurance ecosystem
has become a highly attractive target for cybercriminal activities because of the
concentration of valuable financial, medical, behavioral, and personal information
within interconnected digital infrastructures. Insurance companies, policyholders,
online insurance intermediaries, cloud-service providers, software developers, and
third-party data processors are all exposed to sophisticated forms of cybercrime,
including ransomware attacks, phishing operations, identity theft, manipulation of
digital evidence, unauthorized access to databases, and algorithmic fraud. These
developments challenge traditional criminal justice mechanisms and require
integrated approaches combining legal regulation, cybersecurity governance, and
criminological prevention strategies. Accordingly, this study seeks to analyze the
legal and criminological dimensions of cybercrimes within the digital insurance
ecosystem through an interdisciplinary framework. The research examines the
validity and legal nature of electronic and smart insurance contracts, the
implications of Al-based insurance systems and algorithmic governance, the
vulnerabilities associated with data-driven insurance practices, and the typology of
cyber threats targeting insurance infrastructures.

METHODS: This study adopts a descriptive—analytical methodology grounded in
interdisciplinary legal and criminological inquiry. The analytical framework combines
doctrinal legal analysis, comparative regulatory evaluation, and criminological
assessment in order to provide a comprehensive understanding of cyber threats



https://ijir.irc.ac.ir/?lang=en

within the digital insurance environment. The research draws upon principles
derived from insurance law, information technology law, cyber law, electronic
commerce regulations, data-protection frameworks, and contemporary theories of
cyber criminology. A comparative approach was employed to examine domestic
legal norms alongside selected international regulatory frameworks governing
electronic contracts, digital signatures, Al-based systems, cybersecurity obligations,
and data governance in the insurance sector. Data collection relied on the
examination of legislative instruments, judicial doctrines, academic literature, policy
papers, cybersecurity reports, and supervisory guidelines issued by insurance
institutions and cybersecurity agencies. In addition, documented case studies
involving cyberattacks against insurance and financial infrastructures were analyzed
in order to identify patterns of vulnerability and emerging forms of digital insurance
fraud. The study also incorporates insights from previous scholarship concerning
fintech regulation, algorithmic governance, regulatory technologies (RegTech),
automated contracting systems, and Al-assisted compliance mechanisms. The
analytical process integrates conceptual analysis, comparative legal evaluation,
criminological classification of cyber threats, and normative assessment of liability-
allocation mechanisms within partially autonomous technological systems.
FINDINGS: The findings demonstrate that electronic and smart insurance contracts
possess distinctive characteristics that significantly challenge traditional legal
doctrines governing contract formation, interpretation, performance, and liability.
Automated contractual execution through blockchain-based smart contracts,
algorithmic processing of claims, real-time data dependency, and delegation of
decision-making functions to Al systems complicate the determination of genuine
consent, contractual intent, and mutual understanding between parties. The
research further reveals that existing legal frameworks, particularly within Iranian
law, continue to face significant gaps regarding the evidentiary validity of digital
data, the authentication of electronic signatures, the legal recognition of Al-
generated decisions, and the attribution of civil liability arising from coding defects,
cybersecurity breaches, or unpredictable behavior of autonomous systems. From a
criminological perspective, the study confirms that the digital insurance ecosystem
constitutes a highly vulnerable environment exposed to a broad spectrum of cyber
threats. The typology of cybercrimes identified in this research includes
unauthorized access to insurance databases, theft of personal and financial data,
ransomware attacks, phishing schemes, identity theft, manipulation of algorithmic
systems, distributed denial-of-service (DDoS) attacks, and fraudulent claims
supported by fabricated digital evidence. The findings also indicate that algorithmic
opacity and excessive reliance on automated systems may generate discriminatory
outcomes, inaccurate risk classifications, and unjustified denial of insurance
benefits, thereby raising concerns regarding transparency, accountability, and
procedural fairness. At the same time, the study demonstrates that advanced
technologies can strengthen predictive and preventive capacities through anomaly-
detection systems, automated fraud-detection mechanisms, blockchain verification
tools, and Al-assisted cybersecurity management.

CONCLUSION: The study concludes that effective governance of the digital
insurance ecosystem and meaningful prevention of cybercrimes require a
multidimensional strategy integrating legal reform, regulatory modernization,
institutional coordination, cybersecurity resilience, and technological innovation.
The findings underscore the necessity of adopting specialized legal frameworks
governing smart insurance contracts and automated insurance operations, clarifying
the legal status of Al-generated outputs, establishing coherent liability regimes for
autonomous systems, and developing cybersecurity standards proportionate to the
sensitivity of insurance-related data. The research further highlights the importance
of strengthening supervisory technologies, promoting algorithmic transparency and
accountability, enhancing digital literacy among stakeholders, and expanding
international cooperation in combating cybercrime. Ultimately, the sustainability of
digital insurance systems depends upon achieving an appropriate balance between




technological innovation, operational efficiency, cybersecurity protection, legal
certainty, and protection of policyholders’ rights.
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