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One of the major challenges in the insurance industry is combating fraud
during the claim submission process, which is particularly evident in digital claim systems where customers
send images of damages and injuries through mobile applications. As the insurance sector continues its digital
transformation, introducing modern methods across various operational stages such as underwriting, issuance,
and claim processing, the necessity of developing innovative and secure fraud detection mechanisms has
become more crucial than ever. With the rapid digitization and digitalization of insurance services, ensuring the
authenticity of transmitted data and protecting sensitive information have emerged as key priorities. In digital
claim reporting, where policyholders upload damage photographs via mobile applications, the authenticity of
spatial and temporal metadata—specifically the location and time of the captured images—plays a vital role
in reducing fraudulent submissions. To address this issue, this study proposes a novel security framework that
utilizes steganography and cryptography for embedding encrypted metadata directly into the image file. In this
method, the location and timestamp information extracted from the damage images are first encrypted using
the AES-GCM algorithm and then securely embedded into the image through a Generative Adversarial Network
(GAN)-based steganographic model. The hidden data can subsequently be extracted and decrypted at the
insurer’s end for verification. This approach not only strengthens the authenticity verification of the submitted
images but also enhances data confidentiality and resistance to tampering. By integrating this method into a
company’s insurance application, insurers can build greater trust with policyholders, automate the verification
process, and effectively reduce costs associated with fraudulent activities. The combination of deep learning—
based steganography with robust encryption offers a promising path toward intelligent, secure, and fraud-
resistant insurance claim systems.

The proposed system employs a GAN-based steganographic framework to embed spatial and
temporal metadata within damage images. Initially, the Exif metadata (including the capture time and GPS
coordinates) is extracted and encrypted using the AES-GCM (Advanced Encryption Standard — Galois/Counter
Mode) algorithm. This encryption stage ensures confidentiality and integrity of sensitive data before it is hidden
in the image. The encrypted data are then embedded using a deep neural network generator, which learns
to conceal information within the least perceptible image regions while preserving high visual fidelity. For
performance evaluation, the system was tested on a dataset of 100 automobile damage photographs having
been collected from real insurance claim records. Three methods were compared: Baseline LSB (Least Significant
Bit) method, GAN-based steganography without encryption, and GAN combined with AES-GCM encryption
(proposed method). The evaluation considered several quantitative metrics: Image quality measured by Peak
Signal-to-Noise Ratio (PSNR) and Structural Similarity Index (SSIM), Embedding capacity, Bit Error Rate (BER)
under standard steganalysis attacks such as JPEG compression (quality 50), Gaussian noise (o = 5), and image
scaling (0.9), and Detection rate of metadata manipulation to assess system robustness against tampering.

The experimental results confirmed the effectiveness of the proposed approach. Images
containing hidden data maintained a high visual quality with an average PSNR of 41 dB, demonstrating that
the steganographic embedding had minimal perceptual impact. The GAN-based method outperformed the
baseline LSB technique, achieving higher image quality (40.6 + 0.8 dB vs. 36.7 + 1.1 dB) and better structural
similarity. Moreover, the average BER under compression and noise attacks was nearly half that of the baseline
method (=12-19% vs. =29-34%). Integrating AES-GCM encryption had no negative effect on visual quality but
significantly improved end-to-end data security. Statistical analysis using a paired-sample t-test revealed that
the performance differences were significant at a 95% confidence level (p <0.001). The 95% confidence interval
for PSNR values of the proposed model was calculated to be [40.7, 41.3], reflecting the system’s stability and
consistency. In the metadata tampering experiments, all instances of manipulated metadata in the 100-image
dataset were successfully detected, achieving 100% detection accuracy. The average mobile implementation
time for the complete encryption and embedding sequence was approximately 2.0 seconds per image,
confirming the feasibility of applying the system in real-time insurance applications.

The findings of this research demonstrate that employing deep learning-based steganography
(GAN) in combination with AES-GCM encryption can effectively mitigate security challenges in online
insurance claim processes. The proposed method provides a reliable mechanism to verify the authenticity of
spatial and temporal data while maintaining high image quality and computational efficiency. This integrated
framework enhances both data protection and fraud prevention, ensuring that insurance companies can verify
the legitimacy of submitted claim images with greater confidence. Consequently, the proposed GAN-AES
hybrid model achieves an optimal balance between image fidelity, robustness to steganographic attacks, and
metadata integrity verification. The results suggest that this approach can serve as a practical and efficient layer
of protection for digital insurance claim systems, contributing to enhancing trust, transparency, and security
across the insurance ecosystem.

This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
BY



mailto:St_m_parastesh%40azad.ac.ir?subject=
https://orcid.org/0009-0008-2851-7702
https://ijir.irc.ac.ir/?lang=en
https://orcid.org/0009-0008-2851-7702
https://doi.org/10.22056/ijir.2026.02.02
http://creativecommons.org/licenses/by/4.0/

"o' https://ijirirc.ac.ir/?lang=fa :as yis colw
.m)/.'::‘/,',

el p (Jie 5,50y 3l ooliiwl b (glaow slaasa]yd jo cdii pals gl p g 0,59,

#) A

o 5 ligo

Ol eogiz Gl axly o el ST oKy o wdigo 5 (8 oA igiolS wiigo 05,5 ¢ 5 150 (soziiils !

Ooha!

Alio wledMb|

P o5t oS Sl )l el il o i b allis ey Coio o Sn bl (S
ot g o 5 5 3,95 o i 4 A2l 3o ) s sla e o ] S slois,
5 el iz 913 53 M (g3luyoal 53 9 ngd el BES gl (o 500 0o ) e e
59y s eeR (nl o ol i el )0 (cate (15 (pASl o)l 5l (Ll gl Sloj g (Sl NI UL
S aay ol Gl sl wSe slej g e SleMbl ¢ 6,5l S 5l oalazl b a8 Sl ool &l 05
I el L35 3,Sa, il S5 on LES po, S 3 s 100E (ol o Bl 0 Logiins § (6 Ki5,
s e (S 1) Gl St g S se e 3 1y bnosls el aSl s go (il 1 el ledlbl clal
5SS el 5l (A glaan e (el g 3T hens 5 S (s Slotel Sguge s ilgi oo 3 (il (s3luely
Sl (gl (512 (GAN) oliwie g glaaSiels jy (sie (HS 9lSl 0,805, sle s (ol 5
iS5l soliad b oS ol 5 oo & bogs o bl Iz coud o asbisid s sk ilej 5 5o
0yl (sleodls dptiwann o) (gl 08l (el Lulus slaosls ol B onls (5,550, AES-GCM (5 K35
Mo Ol pglar I LB+ B0l degasme S (59, i Nl dulie Lol slaools b g ] Sl pglas
eolie Wy sloaSieds (e (TRl (LSB) auly (35, b gy Sslie g a5 iales] 5,095
s (PNR) iy kS Lol ) s fne ABS-GEM (5 S50, b e ge (slaeScs o 5 5
A daoloe Waoslal 3 1 (6 IS anseii 5 g o failinl Silex Cov Con sl (1Kl (SSIM) (55l
50z a5 03l FY AB L s PSNR (1 Silos oy (slmools sl ssslaas 0 aiee gy ol
Jie ) PSNR= 2+ - A dB 1, Silio (puolitin Wy (sloaSeds by, ol pglas (Vb (6 pas oS Lai>
GBaS 5l a5 5 530yl ply 10 BER cy:Soles tols i (5,5WL SSIM 5 (sl s, (sl ¥5.Y £1,) dB
oS 5 6y BABS-GEM 0538 (ZZTEY 10 13 LV AmNY o iag) 93 aily gy ot Ly 5 poliiin o
s o gylel s Sl aglas ol ol (lits g5t gesl ol (il Ll —a —ll ol Ll citlas (g g
sdule3] 805 asgazme y3 cpol> iolejl 1o ealol 3 6 Sius glagyge;l 10 (P <« o)) il Jlolins 80 Lol
Silwosly ke 5318 ol ol lulid Coddge L (Meta data) coll 3 (6 ISiws 8)lge golod o(g g Vo o
31 papas i 53 485 ¥ L5 ilalrt s {5550, 8055 JS (sl Sbige
e sla sl 4l o Brme 50 e AR o 45 S o5 g o
oo anl Al il ol § kS (s (o (3l gy S Byl |y T s ol a8
A5 a0 o (LS gl WS e Ll S8 Ay o L ralS 4 Wils e g S o ml 31 Glej 5 SSe DleML|
o 2 18 (5l (82985 S (y JOUS5 (2t AES-GEM L (0l g 2 (e (5 9Kl S 5

Jlio slo Fu )b
VE-F oo YFicdl o
VEF e Tl oS0k
VEoF oo V) i pdy
VEF e VY sasg;
VEe D 29,9,8 VY jlacsl

Ssuls lals
Olas el
] 55 o
! o i

o ol

e ook

St_m_parastesh@azad.ac.ir : Jues)

FAAYAYAFPOYYR toyhls

ORCID: 0009-0008-2851-7702

55100 ol 3 00lal 3 6 IStms asits cull s DOI: 10.22056/4ir.2026.02.02

Cawl jb «allio yiglaiy jo IR Colwrg jo 115 Y50 | G dlio (] 5/ OlEU] § s o joo ido g7

\Ye


https://ijir.irc.ac.ir/?lang=fa
https://orcid.org/0009-0008-2851-7702
mailto:St_m_parastesh%40azad.ac.ir?subject=
https://orcid.org/0009-0008-2851-7702
https://doi.org/10.22056/ijir.2026.02.02

ooy GRRIT ga 1) 0alig )G 5e, slaosls oS ol 1) e Ll

olaidl sloojox 5l (g )kems )o (oulal Sass 5| (S i
oeolS ( Jbo slapllas o Pl el wlgs o a5 el bzl g
ool g laplejle & (oS glodise Jrood 5 ogas sloiel
5SS Olgreds o)lgen iy 2S5 ololid (o ren 4y 040
ol 0091 zrkae Sledbl g Jlo o 5yl slapllas o Lol Glaal
6,18, Slogsl LS (6l wiadisn sl by, A L)l 5o
odls pole 1o e (slojem 4y ¢ 28ly slaoslo b T 5LLb b (sole,
RE PR JJ»A.»J Sledb| 6)5l:.9 9
S oy j3 Wojex s 5l i &5 plaisu (S
ailyd 50 ohed o ol 0 il Ao G by 13 i
Sl oS5 GJB o wlg e L b s 4 S,
g ronlilams 7y JEle gbeolas ) ol b (e Sl &)
s,bd; I L ablio 5 ololid Goa b day jo Clay aas al 8

Q}w‘sc oolawl 9 f‘)b ﬁl)liu)ﬁ

Slos Cylus o Cddr (diS apls

5 B b, 5l slasgarme 4y oy B35 )0 i aiS anl)
sblesl I 6,86l 5 Lol gl oS 0gd o0 Dbl Ll
anld cplailoas b ol aey Jawg caiiSol o3 b e
1l 5 Jole Jolts Wl oo

M}A ‘u)LwJ aQ Jaa.vfo SleMbs| odld 6)3“‘6&? o

Glr s GleSL laools (osle Judoxi g (0310 3 sy @
9 Ls‘slsoblé duwﬁ) )| 41},4 U”‘ )b AJ}.»..JGA OOLQT k}.‘.l?u
B oo oolaiwl pile (6,500

6L, Sl slap )55l 1S gSie s gXIl (Ll @
Wips awsid |y gole e slagSl ailyi oo gmas loaSli
oo ity Billay b oligS Slej 5L 0 saxine slalesl vl
228l Dledbol by sniss

Lo 4y S'gSCiie 3150 1 Gl (6 3 puonai 9 (U351 @
Loy 990 (ool 8,L)0 (35BS (quyp b b g oo ools gl

cedas ..\.ub Sygo 0 2ol g il pSioy wloladl @
(Viaene & Dedene, 2004) wiS Jos jSoiedisn osi]

o sl 5 (6 ls5 eazl,8 3 ol sl 2l 5 5

Jo)l jo i b oje5 g ololid lp (ng (sh9) <9 Ll

AR

ez o Slonety iy SanlS ) o5 1 35 i
Soel lagtsy (A% 9 Femd (o el sk aid S
s aile gloaile, 5l soliia b (SuS5 ol el Sl
pold 1) leosls 6,50k oSl (e (g b dalas dagiagg
Smeyed S 6ln Ol glrosls sgzg a5 slaigSay S e
S el sy ot BFPl il adis BB
3 4wl ol ol S (sl s b ) ool JUid
ol oty oSl el 5 Solayme Lais gl (ol
.(Mandal et al., 2022)

Coel g ()50, Aoy jo sasie bacdyin Sezs b
as 3 (5o paspaia oSl Clizan SIS s b
S5 ol alls ma ol s o Sledbl (g5lenles
Al b o1 oS5 a5k st o g Laosls (sibagles 0
el e (S0aSd 5 able 6,5l ale 4t iy slas 5l
(S oollas Cosel dloz 3l calize glaaie) jo STyl
IS @ denr 5 ML abile )26 (sl o> 5 el ple
el ods a8 S

slanld o i o Lol sl Al (S e Caio o
sy UM 8511 Lol Ygane baodis oyl el &)l o3l
O (Jlo Dlilus a4 wilgs co a5 (el D990 (gosls oS b
slaghy, 4ddS GLle )0 09l e dew glacS bl
ad)S I 4 s gl o Ojlus b oj)le gl (S55UsS
sl g, ol> Jl> o . (VE- -
o3 sabind sloesls oo il 5 silecilid sy iy
Jes Fhe )80l dilieay wlgi oo 4 (nl 5o (ST il ool
ol ks 3 S 5 les el glulr b Sis saiS
e ialS ool 6 K20 b x5Sl

5550, 5 TRl esliid gy ol ol o
Glocs,gld H5eb b sl don o )0 Gl 00l b ablie sl
el polxie alse  sldSil ohgds (Baas (550l
SoaSt el a8l 39 sy LB olpee 4 L3Sl
b ST b (egras polal adg lp o) &5 poliie Wge
Sloosls wgi sl wed )98 Il plsrear ST elasdly anwgs
2 ohlSer 5 le gk Slie g o oslaiul 5l
oliia Ay slodSus 5l oolitl &5 Cenl ool ol Y+ ¥+ Jlo
el il oololid slallas oS & wilg_co i a5S ,o
(Khan et al., 2020) s¢é ,zv0 Jluous slaasl,é

oS Cesload sleiing (ny (o5 5 womler (Mo (ol )
ool b ol glas o ylus palar K6 g ley ledlol 1 jo
S by e 9 650, AES-GEM . (65550, o 551 5
AES- 5l colatwl 05i co siluls pgal ;o poliie Wge A
2 S 55 s i el (Siloyme popdle GCM
ol ol Wye (sloaSos « blie ;0 .05l o pal 5 1) eolol 2

‘le.io.m 9 5J\AA.>I) Sl 00



g laile, cpl 51 G o aalsl jo o)l Sy oallgay 80ls 45 4
Deds a 03ld mudgi oyl jo eols (g5lwiles sla b,

S Sletd Gkl Olesy Sledol S Jlams pgla 5o
oddolml Ol pess a5 (6 gbay ol o 0,33 b JuSy polae yo
S oabaiS il I Sy e pmieits JByd ol it sl
oy ()1 )0 o5 ol bl o g i cnl 5 Lo,
ol Wgdoe il Ol Bl o b Sy 2 2l
el o555 5 3Ll YL Cud )b 5 (glwosly (Solu 5l b,
S5l pdyee] Col (See g8 b ilues 8 pln 0 Wiz e
.(Subramanian et al., 2021)

L oy dmels 45 Ysers ool «Tgo b JUSmw 4
S5 SV Gl e ishie ooy JiK oS5
oolisd b Ul sl 55550 0 3 835 3 5l gl
4505 silule semsa 1) bosls lgi o Sge STyol sla Jos 5
St 53 Voo oy cal 993 L ol JiSs SupieS
Sg o oslaiwl gblax slas ;)5 5 crosl SlbLS )l (glaslo i
.(Tushara & Navas, 2016)

plal Jge slamd o ilogleny anlp Tomg 9
Wl Gpgai md ohle b oo Jeli gay e 0gh e
bosls 3luples lp 2Yb Sl <)l ailo) cnl nlple
iz o L els slaps 8,0 iy so osls iS oo w0l 3
ol sl 580 5 ol ot 5 05,55 15 5y 55 >
Olbls,l wile aleoje> 5o ohsar by (nl b SxSslr
3,005 I8 Jlion s (slsize el g SleMbl 65l lgs aile yxo
(Khan et al., 2020)

3 bl Sl &b 5l leesls e glgil 5o
e g 38 alas b daalols (55ls Ll wdlaz Lo
et sce Spiee b s oty 1SS £ ol g
975 L 25 oo ool slailis 5,135 5, L olisS slaply sl
Glsbe g slail Sole o ol (Lol Cuge wud )b Cudgazma

ST Jlize slass)

Silw st Baa L aS il sl o Slesy ol Ly BT 5]
Sz 45 35,00 )15 @ laigTay Jluzms slaails; 9,0 Sl
o Ll il aeds Ly aale b Sosnline gl e
9800 (bl (hel Jlexe dw bl (SIS Sl (b

oo P G Ol e 45 slools e siad b @
10,5 Ol Qljee wls,

@l sbdibn ple 5o Sl slaosls Caglic iglaly @
03Il et 5 g esilwes s aiile

Siloglen o Gy 2Uly 00 eaid Byl @

1 Image Steganography
2 Video Steganography
3 Text Steganography

\YY

oolatul Lzl oo b iy counl Laas g o B gla WS
5 2ud 5o (GBS Pl 9 )50y sl JoSo Slasiss
iy ans anlyd o slosgisl bl wilg se Wosls riwios

S sl

(A les) ]
«ole? slizody «Steganosy  Jls 85l 51 815 el
(S Hebdy Ll sal 48,8 « i slieeay «Graphy»
S p Sl silogleny @ o Cad ale LSS
ST s p o0 (e b g davo g aiile) (idsy Sl
sl plelis B8 oLSs sl sadpley oledlbl gz a5
Wad oo s Ulerl JSS 4 1) bosls oS (6,50, B,
a5 0SS oo iluls ale; jo GliSa 1) ooy IS4l
(Kadhim et al., 2019) wles 3L o o] 5o
09 Dbl 05 (e b 4 Kol @
sty Slieais &S (sysbay wydie S Jioms sl hlé
» LSS Gml gl S owsbe GBLosaslis LBl
(LSB) cowedleS sloces ;o Olymss 5l eolaul i) ol
SloSey b polie jo (Si Sliss (e nl el
i ooalie B Ll etz ol 45 58 e sbmyl g
5 Sro bl o ash gpla o kia S
(Subramanian et al., 2021) 5% o0 oolatwl 5 og5ag

S5l 0 Slas 4 LSl

JSis ol A g g3 51 IS jsbay (1SS anl
(Gl A oy Weold ZlBuw! § esls gilwls g o
(Jlozws paar aile) by dlu, S 9,0 wlas slrools
Sy ale; ol )0 sabole) Ol s a5 W,8 o 1,8 SlagSa
wj—\ aJL»J) J.QL..J 41},4 L)',l 6&5)5 J.wl.».l uam J..ls ol
(6,550, audS' 1 e aislo) leay sloosls 5 (ol pgas aiils)
ey sloosls a8 ol Sl T gilKinl &luy )] (> g,5 9 Sl
Sloads L;)L.gb ()] 5

Sl gl &l 3l oais ey srosls izl Pl Al o o
sols gl &ilu, Julds (609,58 il nl jo el oo b5k
bl loosls (29,5 g Sl (Sb5L sl 5l 090 9lS g Gloiy
(Rahman et al., 2020) 54 wlgz oaisz! Suul

STl o (cids slodils, gl
4 il ) glosyinS b 5 lgicse 1y (85K
o5 o ol 5 Ulse da g e &5 25 S
WJlams polad Jols Ygaso oolatwl 5,50 sloailu, .05l
Sl s 6 )bbgl Geke 9 Bgng (T ge o UK
Silole cad )b ls 000 Cusl Gl w0 )5 Bas 4y ails, g4



IREIRRK JUSUFIN BRI P FER SR

kol 9l o Dol 0F g0 O &S FoniiS e A0 @
A Al |y eadglal ngad g

osls aigSa 0,5 so ob gu 0y Weo ST wilyd ol po
@ B g8 eaSpleie &GL (S &S WS e e |,
5 b st (hlite (ojsel nl Az aals o glubis
Sosls (gal> Jlripee 5 a5 ol Lol Bigas j) Lariets W5
&l gh5ee

hlobe bty Gl sblse

CoteS 28l ooy ool (gilulr o Vb jley cob)l @
foe g

ool ol il o Y coial @

(Khan et al., 2020) 55 5 5jlwos 28 ol 40 Ceoglio ®

b G‘L)‘j{l sols 4y 5l wile placusgaswe S0 sem )l
)3 075 55 (b Giigel plej 5 (Slembne (S

=S slesy,  F

chnd bl als g oadol slagss, sblie S 5 jshaeas
S 1255 gn oslitd o 5 sla s 3] o Fbngiy dag]

Olejee Lialidl gl DCT L DWT L LSB iy, cuS 5 @
ooluly g byl

555> 40 Gilwle oo (g5lwags sl GAN 5l oolainl ®
thas

T3 sl S SISl L (AES) wile (5 S5, 5 @
slauY e ol

b o Jolas ol Bam b Vaane oS5 sloids,
wile ez sloo )5 50 g Wgdi oo (ALl 5)luk g ol
50 iy @aS g el sbvesls Jols o Sy Sledol ol
30,5 1l o

T ol el T

SleMbl el mpe sloasli 31 (S lereas ST K]
5 thl 80 s o sl Lol slo Sag 3l (slaegaze sl
Sl le la S5y opl dilcilizee gl )15 5o o olaedsl el
3

75 ool ol T i ol oSl e
o G50 el piligy b, S 9,0 (elee slaosls
Sosalin Loy s e S|y i 5 5IS
3ols 3929 cadly jo il aseis LB gkl slalpl L Sl
iloy (%o b 09> Gl

Ol ol vezg Jleix! Slulis Sjse jo iadwl Y
Vsoms 308 oyl il et b glyienl BB wyls o slyims
O o el Bime albie gilulr 5 )5, eSS L

5 Discriminator

\YY

B (gLl (gl )5S L il 040 51 Dl s 45 (5 5bas dlaeols
A0 (b 5 j9i) 923l aniis

wlitul 550 slapie,s Nl 5 silulr slad gy ulul
09,5 a9 kol 09 aw o lgioe |y SIS sla s,
22,8 gaaih S 5

SRl )5 bly, (rFop8n g riesle 51 (S
Lgl.@w B aosls ‘U"‘ﬁ) u.)‘ L <l LSB U‘Jﬁ) aJLa}U.)
Sbulil Wgd o Silolr Fyo sraise b b fuSy CoanleS
LSSy oad )0 Sz Hhan Olyoss el CowdlnS Con (o 5

)15 55 nalan LSB s, ol

Sl 298 B3Il w5 b g 99938 gilwen s il yo
ASS e ot cionds 3 llT Sl S 5 g el sla Jalw

SlosSll 3 liime by, ol o cerel Ll gl
Gl 5l G M550, b b Sy Sl (6l ol
Wl s LB jlupls oS b oS e ooliul

(b (e sloi, - T
aools ( foass » (e Slats; 5o oS slaghy, M5
g oo Silolr paal bab bad dls b owilS )8 Ay o
(DCT) @ sz o 51 I les b s 0 i Jgloio

(DFT) denS 45,58 Jsd g (DWT) S Srge Jyos

5 ls,55 5 LB & s 55V syl Sl Lagts, o
wes Spglie OMex pla g (6 05 kS (gilues 8l o
Sz by, ol (Jeulb (Tushara & Navas, 2016)
S Gilol cedb cl (e 5 Wl 6V Slalre
s )l S sl sy, 4 Cond

Grae Tl (o slats, T

(Geos S50k 5 (Soae (her b b slale o
Gl el oad (Bpae (BTl slahy, 5l s
Sl ipoliis Wge SoaSd 5T Grae (cvas slaaSed 5l s,
S oo ool (5lulr oSl S0g5 (g S0k,

9° melie Wge SladSed p (e Jyeme Sl SO 0
wdyle JL3 S0, Jeley jo asls

Olsee pgas o odls silulx ol Gas o5 Fulge i @

1 Least Significant Bit
2 Transform-Based

3 DNN

4 Generator



wsole ‘_g‘A.SL.»)..\.:.? c;l.{bob‘o JB 5 La.sf:L:.; ‘Joij)‘ &y Q.\"\ 5
Sl Ge s ol Sl (Fgo Skl b ojegs, pslal wiile)
Sl S o5 Sl 55 blB i i e S e
Bl Gl ol @ )lo 3929 ugwsnel g

Sb g Fxwo gojee o 356Kl YU ojlse pogdle
ol sl eslaiul g sladiged 5l (S ed s a8 IS 4y 5
Gl 55 sl Ao Gaialyd 50 i I g pSela s sl
oz s ) 516 355 5ol NS ngy by L)
Bl czge 60509, iz 09 xS slx endiilpg b
Cao jo Sadlad gyl g dis )l Lol ol s mals ol

(S b Soel Ggzmen (plbojem 50 (1S S (S sboa
CrSslz 5 Jiams sl clol J,uS elas glaosls Jols
3 oot gy ol WS (oo Wl (eulul 28 DBy e
5 sl ple oledbl | Sk ye Laas a4y Lo a5 oo IS
FB s 5 S50 Sl )0 0525 (ngee slaaile, b co il )b
(Mandal et al., 2022) ol 35>

'(SNAG) poliio Wpo (sloaSiis

65k sladae (el l pobiie Wge slaasit
g €gldngS L» YO Jlo o b s & aiiis Gees
Gaa (Goodfellow et al., 2014) 5o ,S 3,xe |, o) il Sen
swosls 5l as cul caian sbosls udgi aaSls pl Lol
5 Jolis polirie alge gloaSis auil jasis JlB e a8l
ToudsS LSS 5 "W g il 0B, o ,Slee b blite oas ASD

A aS oy pleesls o by aa by Caand ol il go AT )
Al ol (60g,9 iil ails aly slwosls a4y (g0l MAL..M;
WS oo Bisel wnld (b Wae ALl 0sd e (o)l paigal
Gz gloools 5 8jg0ly 1) a8y slaosls jo aiags slasXll
8l (bl lapi 65l s ) = 9 obwdl s 3l as wuS slox
INCOWIURN=HH

Jeos oaiS sondid G e cdldS SUSAT AL LY
6‘-‘*]9‘ C;L:aoolo 9 Ls’;é‘ﬁ sosls uL*-" )JLQJ C)] Sas 9 “5@
Job 53 2sder Cguime 4L 50 Gl €SB &y o
Slorjot (R85 lojes ot aSed 93 o hgel wl
0uuS S8 oS WS oy oleosls WS s W Wge tigd e
oS ollgs ojls s S SIS aS Jlo o s o B |
[FEPRVLY ..»Jy Yb )L«.w..: S MmL».MJ 9 w.ﬂ.:.f lJ ‘SiLmoob )90

1 Generative Adversarial Networks
2 Generator
3 Discriminator

\YY

QST ey ol leds Bl iS4y 3840 p2loe ST s 2>
Sy anless T lgizee S0 ar ,0l8 enin g, K0,

5 Q‘?S@ as o)‘o o)L.'b1 6|ob‘o C)‘}:‘ LY u.d;!o uﬁ.@}b Y
U" 6}.&" 6[.2‘;))’3 bwﬂjd&j 9 ‘o; o)...>.> ‘5...,..»5.) RJL»J)
FB s ol 4 Vgons Cod)b Goli8l oS gy (wguine i
Sl il (g, Bl nlply @odoo e (39 (aSiS
S B Jolss (g 90 ool o

Ol sloosls baam LUl 4y g b 15l b Cuoglin . F
alaz 3l il b po ailusy (59, (Jloix! Mo b Sl s oy o
9y e gl ol S b o s b LSl g jlues y28
Jols jsbar Iy Gledy 80ls 5 Dl yss cpl 51 g Wilgt b pglie
(Singh et al,, 2016) «ws” oLk

o] sl I

Gl slacs,gld 5l (o 4 3l glals o GBS Sl
ool cl ool baws aledbl 5l cblas g cols Coal 839> o
laail, glsil o lools (g3luglesy el (3,5 ool 3 b (55l
st 5ok 5 ol AL sl 5 o i i
ol 4 lsiee of S5 G mtes 3 S oo il jlone
S 5 oar b ojylen oJlmd Casp 1y oledll
2,5 o,Lsl LA

S 3 JaSe (b, ooty 31,5 515 oMbl el
WS only8 1) bosls cosl pgo LY U 0y, 0 [ A (6,50,
Cawd 086,108 50, slaosls 4 wnxlos ST S by, nl o
iyt 25) sy By Sy 3 oyl o oley Jelo
S dwlgzs Lol sols Sk b adeis 4 408 Shee (o b
Sl 5 bl 53 e 6yl & ) SIS (S ol
Sl 00,5 o gogee DLyl b el slakame jo ol
(Mandal et al., 2022)

aile Cugs BauSanl slaosls :Jlusd cagh iyl .Y
lagigg oshad 3 Jlms sl b jplS Aulis Jlym e
30 Sl Oyged ailes oo Wosls pl . aigd o (gilul sbwl b
2linl 5 Sl slopionn Lawgs L 5 aish 0,35 L
Oyg0dy Sedlbl mlio 5 o)l,l5 Cuse cdlol icus opla il
Ssboon i Jur 60

STl ggine Cuslle (BB 5 Jaz b ojla T
dyie adgs Lite & bgyje lodlbl (s3lule sl ael,lS5 )15
oolaul b .cwsbaailu, 5,0 oo, s b caisSudy dwlils
Glng 3l o S 1y ool adg (ol e Gl oo 129y cnl
wrojex 10 ohga 0,5 by olulis Bl sase Jlasl b
S e s i sl Jlms spie BT 5l cblis Gsmen
(Dalal & Juneja., 2021) s,ls log Coonl Slass

35 sl ) ol S5l 1 sivka bl 1 ¥
258 o0 1,8 oolaiwl 0590 ool b 5l slalasrs jo Sl



(Subramanian et al., 2021) i)l (5 40

e, i, s5
ools counl Laa> jo cwlul sla Il (6,5, slapiy 6]
5l S sl cailo oo Sledlbl jl cladle 1o oo (il g diiws
S8l aisS oo Ll Jlozms lbls )| core yedd g deis
cblas 6‘)-3 FURRVEI-Y @‘Ll) Sl Suss }l ‘_;‘A.CW Lg)li'a}.n)
Ol g oo oolaiul Wesls Cors 5 o S LSS (Ko e
Wgih oo s " 0y yUkoli (655 30 5 ' oy )like (655 30 (Lo

olite ) (Sie,

S0y 5 G5, sl woly ol S by, cnl o
Sz sbosls (gl YU e s Jdoas (g, ol 0gdge solail
Debsb len S el i ol ool S Ll el i
Sl e (sl y5Sl 0 50 )8 5 51 (S0 AEST (o 5551l
conlin pem laosls gl g wms e Ll |, YU ol a5
Sl alaz 5l ojem 5l g5k 5o 0,55l (pl el
WS redd 1) eadiple slaosls ol Boogd go colaul
(Kadhim et al., 2019)

olisel 6,5,

LS iey 9 6,5, @lp allaa oS 5o by, nl 5o
S5 pogar 35 Su g (eges S ST gl e oolin]
L ks oS Jlo o wgd oo oolannl bosls (6,550, sl sog0e
i’s-"*" gy ol 05 olaS e, | esls Glgise pogas oS
s8] 098 oo oolain] S5 sbosls by laa dS el Jols (6l
Sl Gyl (65550, slapt 55Ul by yme 5l (S5 RSAT
Sgd g0 oolainl el jo olbly)l coinl el gy oS
.(Subramanian et al., 2021)

S5 slop, 55 slo T
Sllre Bhaie 5 b, Jsol Ll 5 )50, slap )5Sl
laosls Jaz b yeuis ojlmayed wiws 3l b wloads >k
Salosle B85, GolS Sla S (n ks D55 SS9l
&l L5 lools a5 Cenline pl 4 Sl e : sSka y2x0 )
Slroed loailobes b oldl 5 aiil o yiws Ll 5lre ol 3
s ol A o Cews Sledlbl Lol (glsine 4 alss
aile) el slapt )Xl 5 ()50, slaadS 5l oslitl )b
Gime ()l (5550, ;0 RSA L ()lie (5,55, ;o AES

S5dse

1 Symmetric Cryptography

2 Asymmetric Cryptography

3 Advanced Encryption Standard
4 Rivest-Shamir—-Adleman

\YO

Sl nles @ ;0B 55 sass bjeel B0S SSE o> a5 ol
ails o28ly slaools

Sk S el o i) (nl rile 60k s
nje ol ol )0 & wedioe iludie diin aieS dsmgo
Lgl oo Siledinte S0 Albe Sz ;3 0uiS SIS 5 Wge
Gg ooy iy Jolas a4y aSlly g0 o a5 gloj cdomis yo
pled JB a8ly slaosls 1 a5 0g ainlss b (5,084 Ao

@ Ol ol Wse oSl o Shs Cn ke
Gyl o L dly slaools adg Ul (Jline (5550]
2,0l puolie Woe (slaaSiiis 5,5 o Lil calize (glaoje> jo YU
Siyin s> g blas dagag pslai il gloduzey slaosls
Lasds cnl 5 daimgsy 5l (gl jo S adgish | xeb
25kl bl cesran pslal o Gezes (pleas) o
(higel slaesls gilwand uglal zedy Sse ool
Sl ol oolawl @ledbl coal ¢ (B1F gKnl jo yien g
.(Subramanian et al., 2021)

SladSed (Groe x50l p (e BT PRl 359> 50
oo A0l wp 5 cpl jo lazdl o5y (69,8 pobe Wge
2ol 590 1y Sla sleesls 4 5ad e edls ijsal (glaigSa
o L) SSSE IE & gpsba W sl Gl
S plen 5 W (S8 BT SIS it 2,5
e 9,509) opl e pansid Gledy Sols (ol gl g (el
Silulr OBl g oabie laglery Sedyb g cuiel IR
Syglise w2l par CudS C8l o 1) eols S QYL e
.(Khan et al., 2020)

00uS S8 ASd dwosls zlysuul Al e jo line gl
ool nigel paal 5l eadlen sleesls Sls S5l gly Wil e
S oz lez yo bools Zlsuul g (glule an) 3 s o 00l
S o (280 45 0,5 o plonl diedign ¢ ad)bgs (5T ol Ailelu
Ao oo 45,1 LSB wiile  w (gla g, o Cond (6 5 YL Cocal 4

g Medsd (292l (Silupalp b poliie Wy laasis

ilos )5 sloyl (BT glKiul 859>y (ol Jeou Soliogs
Silogles 9 L 2dlg sols odei slocauld oS 5 L leasiss
Sl glaaibeles 5 gaaz i drwgd e (OleMbl dialisn
3 ookl Glle daz 31 .&los,S Jloen | Cdas b abilie g ools
eSSt 4 OlFer ST PRl 3 poliiie Wge slaasil
osls C;)L.JL'> u.d/..]c u“'ﬁ‘ 9 ng)‘Luo.bJ..i;é 9 Lg)LcT J.J:z.u
2 e iy, a8 Wleols lis gousie Slallas 5,5 o)Ll
LSB aiile SeadlS slo o9, b duslin 4o couoliin Wgo (slaaSs
S8les g pdboacdeis 5 slul ol Jh 5l Sage has b



ol JUS cem ol 50 aglie Sl SuSS yuizmen Thgus! S
(Kim & Seo., 2025) S oolazul

MCG-SEA 525 csla s 5 35loc

Ol 6,50, slap oSl 5l (o AES-GEM 2, )5l
I byl como 5zl g ool ()50, lojpee a5 cul aid iy
ol e Jolis (5995 slvosls ¢y 555! u-" S NS oo ol B
ooly g adsl Jlade Jloy won YOF L VYA Yaoro o)lie allS
Wl oo Sl Jolis 112l LB glaosls .aiwn 5l >1 LB 8L
oo aiile g wnl b oy, oo bl wigd cod (5,105 50, a5
Leawlis b plo

el onijleds > ulwly AES-GCM o (5,135 50,
adgl Jlo g audS sloslanwl b Lol e a5 & jso ol 4y 0098 0
ool aiiws 0al 5, K50, soosls oyl 5,5 5 0ai s )05 5,
@ S Sy 38l g (S5l9e ()50, (Sl oo jlets Sl
(5,550, b lojen S o woly3 1) CBCT wisle i slacdl>
s ol V8 Yane o w5 o aidsi |, s il 5 2,550
3 S 0gd oo dulore bools K> LS el Baa b g 0o
sloosls 5 adsl jlade )l 0l (5,550, a5 gie uliolr Cuse
Sldos jloolatnl b S ol ogd oo ddgi caigd ol jo, a5 Lo
We5 2 45 WS o el g 9 o0 drlie 19I5 Gl )3 55
aalgr S gl pae Eel wldS | ond 6 )Kse, (soools jo s
Pebion (plulid piael plyea ply g 03

g adsllo g waldS sl eslainl b ons 8 ¢ oliS e, anld (o
Dygo ,0 g S oo dwlee 1) K oz il )5 e, slaosls
Gl e sagbisn D ta oLy Bl S5 L s
(Kim & Seo., 2025) 545 o0 5, ply «o)g0

S 5 Sl Vb et s 50,51 8l popdle AES-GCM
L LSS lmss plolis Gl g oS co cpands 1) Laools
2 slien ol 5 |y JUl b o ply (o) Ss

S ;0 08 S joboay AES-GCM o S539 ol Judoay
o )5 5 glasis bl )l daosls (el Jlaisl oy y00 (6,550,
3 ekl g dile e Sledlbl (g5lwo yuzd diile wiopial @) ulis
S 5 Jedoas o sl (nl 09 oo oolainl () ) (cogat o >
yixe oo lailiwl 51 (S5 eagm 51mt S5 adgi g m e (505 50,
Ded g0 Cgmite (§ il Cosl jo slaiel 5590 g

S5 P plnil 5l i (6,550, Jlosle S 5 sla b 5o
B el alize Moz il 50 v Cenglie o358l casly
Sert Grdedz Hsba 1) ealpleny leosls el 5 0sdi e
el o slrailels (o 0394 (Singh et al., 2016) wisu o
(S y Olaizus ()l gloodig, Jolis ulus Sledlsl oS
5 eolawl g co Aol o liT ey sated sloosls g yolas

Job 55 ools a5 a8 e (el Sy (nl 1SS Y
ouis gl (6 ) wo b B ¢ sy Jlo Jl b (o5l 58
5 Silopa,d &l 9z (2laghs) 5l Bae al Gi sl sl
ol 5l Giou 2 i Ojgo )0 098 o oolaiul Jlious slaal
AR yaudd |y

o) 58S ol o)lal ganld a4 Cugn ol i g ! Y
5525 ol S n (o205 3 05 ) bl ) by g
23,8 mosls Jolsanld s baslln b o)l p,5 Cose Jex 5l mle
ez slaplss b sl case Sl ) S, Sl dSSgn 5o
9o pll (pogas g (ooges landS L
ool cdl o b Jlo)l o 095 &8 lie wilgs cod (ud b 5l S
lael ooms, L3I L Jbo sla ST 5o Slie S IS 1,
SIS ay o8 ply Ll 51 G 0diiins 8 45T 0 o fymondd Jlzms
SIS Sl Sl 3 Sl i Ty () 2y a8l ]
(Tushara & Navas, 2016) s ls S9SN sl Jaz 5  Sgi>

ool o Coiel bl 5l bl Sy Sk
EF 90 2 0 9 oy sl A (e K5, Gleptec
Gl eSS Wghee odalin oLl 5 o)l 65550,
)‘ cdadls )405)*5 as 09.‘»)‘54 @L@@L@L& OL’XJ‘ —> 90 ng;)"j
3oy Jissme olbls)l Ko LSS 5 slael daools  Silo e
OFY e g llowe) aiS o fyuonds

ST )0 5,50, 0,

B N ) s, 5l (SIS gl o
pi,ssdl e 09l o oolaiul sadgiluls sleools ol
ol glaosls )50, @l begn 5l ske ;o AES
Cowl o oolaiwl Jluzuws palai o byl gilel> 5l s
OYAF e g g 0l

'MCG-SEA 55!
oS Sl )l 6,550, (e Lo, 5 (S sl
w3 o plosl 1y ol Cagp il g ol 65850y lajen 500
3 ope mbg 6,55, 6l odi et Dl Sl eslanul b os, o)
Sk g Soal o liel canz p adg 6l TS Glae
13 Conslie s YU e s oS il 0T o Cppansi |, Lnools
slau 5 41 AES-GCM daosls Jzz g (s yley O las ol jo
il Sgamepibio 5 e sloailels s (55luosly sl camlio
el 03,8 Lo glaams slaailols b sl o il gloolSias
e bopa hend GlalBlec o S dlgoe g 0l
oo plapm oSl 5l a8 (bt 4 weh (giluesly Vb ool

3 karatsuba
4 Cipher Block Chaining

\YF

1 Advanced Encryption Standard — Galois/Counter Mode
2 GHASH



Vb ced b @ oy silugleiy Iy b ol Wge sloass
)i‘.° slllas (e .(Zhang et al., 2019) ol oo Ls:>|).L>
Vgo slaaSds g ommb slagh; Gbilon 5l slailly oS
2 ool ] Gl o oS 63,8 bpeo |, oliie
w1 %K sl iegy & (Venkat Sudheer et al., 2025)

OuS 0 oamlin ) Jgo

Aegy sl e
=55 el Ahb b8 080, ol gk
OhlaSaen polar Sl g Gl5e Cledbl laml .l 05,5 oolazul
5 GAN Jos 3l oolainl b e w0dls 5,50, 5 zl,50]
Ao g Caaws 0 08 ledy slaools el 00 Sl peas
B FUER W) Ml&u & o Sled| Ls 9 03 ‘:Lﬁﬂfﬁ) 9 C‘):b.wl
sohiedy bk Cds g ol cpaal CoaS slaasli sl

D gy Joe (235 b5
ol 00 oole Gioled V loged jo iegh pll ol se

Sl ppal (30 p A 5 by ) A pe
2S5 oo Jlo)l Gl b 5l WS aen 1) ojlus Se
Exif) oS 86 5 by Jolis (Metadata) oolol,d wledol 4
59 wolold Sledbl g oS g Coro jalaiedy 0eh co gl Feiu]
s SO 090 o0 b lae Timestamp L GPS o408 O)g0
Vot i(699,9 yn 3l A5 05 gn huyaS (25,5 s U5 (5999
Sl G Ssbee S8l (60555 Olypear Se diged
Sen 5g gn plonl BTl el S Sl 5 Lol
i Klgs o 1) (oolol 3 i Jio) Sledlbl Colb VYA (paai jo
Slp oo 2l ()38 50, alS cole Gl p3Y slac e S
&6l oedios Gyl LS e 5 (5K, oS has
Cawlyo Glaieds WS oo o s YOFALS @ g o 1) laallS
[35,) ©slite ;58 Ll 55 alizee (slag ;055 5l pgal Ve v idiges
BYYXOVY o ailins] 5501 5 JPEG cao b L (ki (sl gl e

AES-GCM o ,s5l 51 oolawl b o6 5 oy ledl]

ez 51 a5 00,5 adg el Glools U wigd oo (5,550,
A 3550 e il i nl )3 09d clidlore jloxe il (LS 5,
e 0 o8 4 9 995 o0 RS S A ar Zol je e ol
5 DMkl nl 53, 5 984 pamin 5 (el Ojgonr 5,050, SIS
Mg Jold ()50, (nl S9doe 035 5 g5 Slikee ya sl
Uas oliS 50, 0 0olold oss Ojgo 10 a5 Cand 35 Gz

\YY

)l glossg Copanl AES-GEM wiile glazs gy (slaiy 551

023 o a3l goasie gLl AES-GCM 5l ool

3 5e, Jl Jsb s ledol : JU! oy 55105 0 )
Jlzml ety il gmsyinss LByl slomoyed o3l (clyy 5 0t
ey g0 JBlas 4y boools glasdl by g

I S S5, b plejes iply cme 51l Y
St Djpo )3 (S NS (o0 (el A5 S50 00 Sl Zuse
b dalgs plulid yitee s plo JS el 5l Cn

5 oAt Gl pailSo (al Al g o 51 (g S gl Y
6w b ol aledbl o yoss aile (D 3l (6,059l
lrosls 45 wms o el 5 05 o obl3 1, S Sl
ile oo (Bl 08,550 wns ¢ e ol L

i catdpioy ()50, b Bl S 5 e ficnlay
9 S 4l S oo oo | DMl (S )LSe g (Solo e
S5 o Ll (6 pSadz jsbay 5o 1) bosls (g5lugleny ol
Wil 5 e diile (el glaae) )0 oRga 505 (nl s

Sl g0l j ool

slaclld (oSt i 5l 6T ol b i aiS ez 5
SLazs 9(559ld o) 4 dz g5 b oy oo a3 4 g0 ploxil oL
SleMbl (5 S 5 Gl 3 (g Slaghy) o slasl b s
ol 3)l90 (nlbog )l 1 Sings slaghs) 4 5ks g o gl
il plodl &5 olaragh g Heed Glagty) Ao ) ogd oo
G (ool ploslaS Llaghy )0 (VF ) ) Sen g 5l o]
Lossls &l (65,0lis Aoy ;o SeSine glaleol ololis ol
OB Jae ol el ety cpile (6,8 0L Gl SuST 5l sola!
Iy mlolis ) Syt glales] wyzgo slaosls Julow b conl
@ Wl e 3,809, nl S T ol g9yl slacal,é Sl
OF e g o) wS SaS dows Caio jo i rals
Obesply i S5 iols plol 1534, 9 (SlogS &5 (ohpgly 5o
Sl 5 (5luoles 5l i) ABS Budli » (e ol
oy AES 126801 L oy Il s (ol 53 08 450 LSB
el S g 5 esliinl b sddiie) (fe e 9 9980
Seoobml 4 oS el e silulr Feo R L ngal 0 LSB L
(Gomathi & Radhika, 2025) aslxl oo caslas el &Y
o Silosly OlSen g Mlen agh )0 (izen
S5y 5l ol OF 50 5 0B (Byme 5Kl AL sy
e (ol (275 Slagemy ol 0l (silulz pgas J3 AES
eS| isko 5 aileymo JUEl gl 8,55, ol 45 amo oo LS
.(Jaybhaye et al., 2023) ¢l coslo
Baoe 55k p (e (BI85 o (Siba
GAN laaSts 5l oolil by o5 wloo,S sk laids,

Woad lp s o Wl gnos mhe 4 1) gilegles



seder SRR Fr ) sz
Table 1. Some previous research

. . Ju .
oazdly 5 zmbs SRR ) Lo el Jlo 5 oanss Alis lyee
J
ST 5 oz BSESS )y 0 e b i 5 yeye (Subramanian et Image steganography: A
i o 2021 review of the recent
ol colee s blse bl g poas pyas S5 gl al., 2021) advances
il sl ol 5 2l I8 5,4 S oS 5 8,Ssg, 5 ool (Nezami et al An e:]f|c.|ent ?nd' e
oS5 5 ookl b ol 5 Dbl P PN 2022 z technique for |m'age
) pyas BS gl 2022) steganography using a
S5 iz hybrid approach
Comprehensive survey of
il Eilen | oo o . o i teganography:
15 Sl iz gl fulos 5 oSS aalr g0 ) Image s
s} et s i s lfil L L.y 2019 (Kadhim et al., techniques, evaluations,
ool (i29% Gl ye Sty 5 pal ppal SIS ool 2019) and trends in future
research
ol 3554 6y il (sl s, y3y 15 el SBSSS oy (Ghoul et al., A revifew on.se.curity
orus wels 5l £ S ¢ Aol 2023 2023 techniques in image
Jizms pglas SISl ) Ry S5y ) steganography
Sl ysS CanSs (gl (g, )] Wge gloasls 51 oalazul Steganography GAN:
) . e e ) . Cracking steganography
Wgo cloaSss 5l oalicial | 31,5 lEeu S peolicie 202 Khan et al., 2020
e ) ” ; £ . jf‘a 020  (Khanetal, ) with cycle generative
sl ol e adversarial networks
Sileoles sl waz oty (Byne
> las Sledol g 5loless (Klemm & Chen, idi itive i i
 oslicial L PDF oo bt 5 oSl pryeS Sibeole 2024 hldlpg sensitive information
o PDF sla 6 2024) using PDF steganography
S ! sl Sass
S5 Pl alise (oSS ) S Pl 5550 g anlllas 2021 (Pauletal., A study and review on
gyl colre 5 blse Sl g jgas g 2021) image steganography
58 Sl giluless lp (o9, &) ) .
Sob b gug 31,5 olKil (Kumari & Indra, i i
650k a5 5 ool L lagiass 5ol b gy SISy 2023 Video steganogra.phy with
Gt 2024) deep learning
5,3 5l5til alisee sl yog, Jdo
S5 T SR 5 e TSl (sla s, Knéchel Text steganography
anwgs ,o gl 36 ) g %0 ) . 2023 ) methods and their
58l yo byl 550 & Karius, 2024) . .
PSR influence in malware
5,5 o5l5il o )l o
Hiding Net) _ae 1.5 4 ‘;;: | i UILQJ ) e
i ol 3 ¥
b Reveal Net , Prep Net convolutional neural Vel f OF-F wsinss) Gwodls Gileal Sln 9
b v networks A ) eolanal b g0 ol 5l ulas
3gh i ogas m > Uoad 5 oo
JLaglgls ras
o | » MLP a5l
et S TR mnt T o e 35 15
(S oo oolatul polas ;o Weosls 5 2S5 S Lol jen 81,5 gl
‘ . s S leenyd g BISeu SL AYRE (IYRF L guls 5 0n ) st
.o Jf . ‘).».',‘, M 50 . ‘):.'
32 SN 0, 9 Silwed S Tl pog MLP e (sloesict &, s § o by (GHlwod il
SRR o
oolitul b Jluzms gl oS50k
Sl oS Gids by, 9 Sy o,ssl b (Genetic Algorithm ' 5 605 (s) U9, § ST mi,55) oS 5 |
Sl 00 ool 5,55, 03 S OF- - oK Jas 835> 50 00,08 ol
S g
abadl> slals g o, Shae duglio 4 . I PAGE—Practical AES-GCM
AES-GCM (slais 631 Kim et al., : _
ol (5], 3 AES-GCM (sl 55 9 eS| 2019 Encryptlon for Low-End
ChaCha20-Poly1305 2020) Microcontrollers
3510 5 o0 aladl> jials
oS el 1,5 8l o oS Jolis Sineh et al Singular value
SVD & Genetic (Singh et al., decomposition based
AWT) eadimemo Sy L 5 SVD : 2018 _ P _
o Algorithm 2016) image steganography using
St 5 4 St ol olyen |y integer wavelet transform
byl o940 61, PSO s DWT S5 DWT & Particle Swarm 2016 (Tushara & Navas,  mage steganography using

steganography sS4

Optimization

2016)

discrete wavelet transform

YA



Exif Mlsy_g.m usL»_)J
%.ag oloj wleds

wiloj 9 wilse wleMbl s, i,
(AES-GCM)

GAN Jow g jssl
(Generator s Discriminator)

S ool Ll
rgeai 3l g)

|

‘ aoy g ar_pgeai Jlul

I

‘ LhthUu_me).anclm' | ‘

:

calsi Gy g i Lucl
(PJ—BiJIJLWL:Q)

)

casiol 9 cauisS alil
SN 5 ol essls)

Sy el 0 ,sXILY loges
Fig. 1. Research algorithm

el 5pslie ool LSB

9y 2 BGAN (g3lul> L AES-GEM (55550, oS 5 @
S o Silolr pgal ;0 Huw 03,5 (6,50, laml 1) esls
b Gl OMes 5 sy Sl plp 5o Saeglie 5 ol B
S50y Sl 5 S Cledbl a5) (g99)5 8ol b, nl o
G,F sl Solas &jygod g 0dd (gaw Al e 0 lg (Cenl o
ol 6355 2yl 6y adg) s€ed lod 3l oolitl 09
bk oold 5 ebse Dolite iy oS Djpe (nl e 0
Dl el

Jogar 0 loools gilul> . F dl> 0

Wgdoo Silolr Ol paal ;0 0ads K, slaosls
wareis BB (6 ypa ol ms a5 Cunl SlgTa 29,5 paal
98 s0 Slgi sNinl A sl o sl ol ol pgai b
GAN + AES-GCM 55, 5 GAN s, sy LSB 3,

S g opbie Jloyl den (2SGhLI Gk 5l S g
4.1};4 u;l ds.w‘so )LCT )15.\4; )‘ ool Cb.?(.u.u‘ J.a..l‘)ﬁ 99y Caomw
w‘ O ygody FLW d”)"" )‘| uuL.o ooty a5 A.:S@ Cypondds

u/.c)&:/d)&/o)j C/)}L:.MJ//G di/}jo

AR

] Ve WA =) JJ[S Lg)lilw.) 9 03 él?ul

S sl Jro SSigel VAl pe

S 2l g (o) 2 ool g3lul> sl Sbgy

(LSB) Lo oSy S i pileS 5o bl &L (g, @
WSS et bl 9l U S3le o pgai | (o5 SOl (g, el
c i Sy dea 65 (s U aS o0 oSy ) g
ot riCeplsS o 1) 00l se; ply 5l Cum 2 08 8
nobas sy g Celosle by, (pl S (o0 SIS Gl Sy 5o
@ (Jy S oo dlml ol j0 (2 JB s S5 (b
R J.:LMD )L.M.) ))9.: 9 Lg)L.uodJMd

ools jgel A ¢ g, (ol 50 (GAN) couolss Wge dSis @
REE S pegaite S e |y 0ad6) 50, sloosls b 3 o
0051 sla Ko ;o 1, lnosls a5 el ! ol Byl S (5ol
Sl w95 ok Jlaie S s 5 S (o0 Qo (ol S L
pla o3l g gl o9, (nl )3 oS (o0 ABLSN (6 pay )T (0,5 oS
SISl lp (Polal 5 Sy s D900 S )3 (5399
Sy sl 51 (300 T Sy o 5 5555 ol Lo
ool 5 s 4 ol a5 b Lol o amlss o iSaly LSy
o s Jie u,a)lp ol ‘S‘BJL@ IS s> O¥T UP9)
QO Comd g 2SOl 1) ools aulgr ced oolw (b b JuSy



el odal Caws 5 Sledbl o s Sl 5l oozl yo

MB V.Y :polas B x> (oSl @

Sy VY= VoA gl slayl (uSileo @

7Y : JolS Exif sl)ls polas @

AV (GPS) &8s SlSa oals sl )ls pglas oy @

Sie) Hhoyely Laasgs oabisio Sledbl b gl slows @
(5,50 Y0 WhatsApp

! Pl diged (uSe 4y bogy o exif_data clasin ) IS o
nled abgsye K6 5 yloy ledol purws 5 0ol ools oles g
] 00 0000

Sledbl g4 Coro 5 G5 5 gloy CleMbl a> e ol o
Slomsly aile laasly (S o el 53 (LU sd 0 (o2
A8 o gy 18IS Se il R plaoyply (sloSel L
b )0 s j0 e e Bl 1 5 S g ley Cledlsl g
8L Geysd b 8995 oS Wb Lot Ol Sy AL
1 o5 ol pSe LS L6 28l s sl oY Slagliss 5 55
Sy Oen 5 (T e S5 (§39)9 e Sy Al> e
20 5 Sl yo (88,5 Ko digel V¢
S daly 23S olaShe 5 6,50, (800 @S (e e
Bl sn 3l i ysNl 8y Dyl yglad il alged SO alsl o

So 3l PYRPY pgar SO i(el pead) (6999 pgs
(Y US8) Gl PNG 8 jo ol pgai g ol o038 o)l

o3l 95 5] esliul b eagl gl oS 5 ooy ledlbl
(Y JS8) Conl oals aiivgs

($99)9 o 3 45 355 o0

Olej 5 Ol%e) ol SDL] ()8 js) ip50 Al pe

S5, (Oley 5 o) el DMLl al> ol o
&yt AES-GCM 2 551 51 55 cpmass byl Capiol b i s
G50, AdS s g oolainl Sloj 5 S5 srosls (6,550,
& 2liSie; 5 ), @lp &5 29b 00wy (99,84 paxie
oo 1o oS S5 5 oy B! s jo ol o 39500 IS
by (pl e B9 ss Jrod ol @ g glpel (uSe ) S
G50y 05 G5 (650, AES-GEM (o )61 51 solazal L
iS50y ln gom Jolie 10 B osdi g0 05033 5 (6l ol
Dgud oolaiwl dowy 59 0 Sledl -yl

eAdvesbrfiatevdacibsffar (xeH & sod) o, S5e, als
crbraifi
S L 45 AES-GCM 2,551 5l ool b (5,855, ool
oolawl b 9 O 0 C‘)M‘ O yge0 u—" A 0 d‘)’l.wcolﬁ 09.‘4[4
3 5 ) K5, hex ©)goa caizl pousl Sledbl w lS !

S ol slo ke J3550] g dl> o

'Y

gl il paas 5l saila slaosls GAN suys bj9el Jow
O g Gloy Sledbl «(g K50, oS 51 oolail b (s .S 0
5 das o oy DleMI b ool b 5L sloosls gl oo SL3L
oolaly8 yo poki aisS 18 AES-GCM g, ;0 . Xigd oo (Zuiow )liel
Dgd oo (6,0 olulid 5 HlaS e, o CuSs dely

i b ablio y como D))V Ay
«(SSIM) 5 (PSNR) 35 S 51 il Le ly,) sl Lo
S g pgabe ply 50 Cuglie (bPP) ilegley byl
ooy 9 (B g Gloy s S SUlg) oolol 3 vl ol
Sy 09wl Cuz pgal o Glp Ol xKle) 3l
adsl slaools L snsizl sl slaools 31 (ilse oSl
ol i ot wxb el sl EXf Lol bl b g

D9 s

Ceaglie it g OMoz (gjludd A Al pe

Jlosl Dlox I lasgazme oiul (b9, 2 5 nsal 2 Gl
e Sldes 5 (ol g5 (10938 JPEG (glused pi8 090 o0
35 g0 dmuloes BER g zly5uiul ply calos 12 5l .y glaai ol
plml (g, ws arnis gl awlids (o) AES-GEM 35, 55 4
b ol selys plosil oSl ngal (g9) (Slhmess &ly 5o 0,5 o0
09 ooyt Sl il 595 S5l 8 e

6)&3[%} CUL.IQ‘)&J q é../})o
a5 azy PSNR. SSIML BER ol mbs ol
Sl wsd oo 035 paal 2 sl (Biln Gy 5 5w
5679 T osesl dels )lel lows g o 0258 53 e
U"’ Lg)L)L._\A u}‘)i Lg‘)" p )‘MA 9 ul.u.@.]é‘ Z)La + u..ial.,.a Ml?bo

Ded o pll ol

S g 3 2l 2P ) A

P) 6}91 AoM)> LISON LU ¢ 29,5 alg ;o oddales yglas
Ol 258 on w8 ply (5l Cono g badigad (s (g OIS
werdly L ;o oalial osbel i oSl 45 WIS e cpradd 4l e
S, 3929 (e

hilesl sl Vool slosd oo glizeal O 5o Glej 5 Sl



Ao slBusy],d 50 i als

é‘

ImageWidth: 4686
Imagelength: 3e8e

GP5Info: {1: 'N", 2: (35.@, 42.8, 50.916599), 3: 'E', 4: (51.@, 24.8, 57.98268), 5: @, 6: 1239.8}
ResolutionUnit: 2
Exifoffset: 246

Make: samsung

Model: Galaxy 523 Ultra
Software: S918BXXS6CXGE
Orientation: 6

DateTime: 2824:11:11 @8:55:57
YCbCrPositioning: 1
XResolution: 72.@
YResolution: 72.8
Exifversion: b'@228'
Shutterspeedvalue: @.82
ApertureValue: 2.27
DateTimeOriginal: 2824:11:11 @8:55:57
DateTimeDigitized: 2824:11:11 @8:55:57
BrightnessWalue: 1.33
ExposureBiasValue: 8.8
MaxApertureValue: 2.27
MeteringMode: 2

Flash: @

FocallLength: 2.2
ColorSpace: 65535
ExifImageWidth: 486
DigitalZoomRatio: 1.8
FocalLengthIn3SmmFilm: 13
SceneCaptureType: @
OffsetTime: +83:38
OffsetTimeOriginal: +@3:3@
SubsecTime: 639
SubsecTimeOriginal: 639
SubsecTimeDigitized: 639
ExifImageHeight: 3ea@
ExposureTime: @.82
FNumber: 2.2
ImageUniqueID: K12ZXSPE@LNM
ExposureProgram: 2
Is0SpeedRatings: 328
ExposureMode: @
FlashPixVersion: b'@1es’
WhiteBalance: @
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Fig. 1. Extracted features after the feature extraction stage
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Table 2. Image quality (channel without attack, 100 images)
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Fig. 4. Cryptographic output

alb2c3d4es5f678988F2b7a%4cldbe5T8a7c9d4e3f1b2cha

o g 5, bols .0 S
Fig. 5. Encrypted data

Extracted Data (Hex): alb2c3d4e5f678988f2b7a%e4cldbe5+8a7c9d4e3f1b2cBa
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Fig. 6. Data extracted from steganographic image
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Table 3. Decryption output information
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Table 4. Metadata (GPS/timestamp) tampering detection — 100 images (no attack channel, 50 images)
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Table 5. Resistance to attacks (average BER % over 100 images) (channel without attack, 50 images)

Resize (0.9x%) Gaussian noise (0=5) JPEG (Q=50) alox> [ ybg,
22.7% 34.1% 28.5% Baseline (LSB)
10.6% 18.9% 12.4% GAN
10.8% 19.1% 12.7% GAN + AES ( sslprin)

Cl95% ,I,55 Y- - - Bootstrap L ile;T mls & Jgo
Table 6. Results of the experiment with Bootstrap, 2000 iterations, 95% ClI

. BER Resize BER Noise BER JPEG (%) PSNR (dB)
Tamper detection SSIM mean £
rate (%) (95% Cl) (%) mean (%) mean mean (95% std (95% Cl) mean = std 99y
? ° (95% Cl) (95% Cl) cl) ° (95% Cl)
22.7(20.3, 34.1(31.2, 28.5(26.1, 0.955+0.010 36.9+1.1 .
0.0(0.0,0.0) 25.1) 36.9) 30.9) (0.951,0959) (36.5,37.3)  Daseline(LSB)
0.0(0,0.0) 10.6 (9.0, 18.9 (16.6, 12.4(10.8, 0.972+0.006  40.8+0.9 GAN (no
S 12.2) 21.2) 14.0) (0.970,0.974)  (40.5,41.1) encryption)
10.8 (9.2, 19.1 (16.8, 12.7(11.0, 0.973+0.006 41.0+0.8 GAN + AES-GCM
98.6 (957, 100.0) 12.4) 21.4) 14.4) (0.971,0.975)  (40.7,41.2) (proposed)
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Table 7. Results of the tests performed

& lolixe (LSB ,, ,s) p-value 95% Cl S ol £ Sl o9, oels
— — [36.4,37.2] 36.8+1.2 LSB PSNR (dB)
v <0.001 [40.6, 41.2] 40.9+0.9 GAN
v <0.001 [40.7, 41.3] 41.0+0.7 GAN + AES
— — [0.952, 0.958] 0.955 +0.010 LSB SSIM
v <0.01 [0.970, 0.974] 0.972 £ 0.006 GAN
v <0.01 [0.971, 0.975] 0.973 £ 0.005 GAN + AES
— — [28.7,30.9] 29.8+3.5% LSB BER

<0.001 [14.9, 16.3] 15.6 £2.2% GAN
<0.001 [15.1, 16.5] 15.8+2.3% GAN + AES
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